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Mensagem dos Coordenadores Gerais

CSBC 2014 - Sistemas Sociais e Eventos de Grandes Massas:
Ampliando Desafios da Computacao

Sejam bem vindos ao XXXIV Congresso da Sociedade Brasileira de
Computacao (CSBC 2014), realizado na cidade de Brasilia - BF e organizado
pelo Departamento de Ciéncia da Computacao (CIC) da Universidade de
Brasilia (UnB) e o Instituto Federal de Brasilia (IFB).

Com o tema “Sistemas Sociais e Eventos de Grandes Massas: Ampliando
Desafios da Computacao” o CSBC 2014 busca prover e incentivar discussoes
entre as comunidades cientifica, académica e profissional. A sociedade
rotineiramente utiliza servicos basicos baseados em sistemas sdcio-técnicos:
sistema de saulde, sistema de seguranca, sistemas de energia e transporte,
entre outros. A modelagem destes sistemas desenvolvidos ao longo das
ultimas décadas junto com a sua infraestrutura computacional é utilizada
para fazer a gestao desses servicos fundamentais na sociedade.
Paralelamente ao uso destes sistemas, 0s avancos na computacao tém
mudado a forma como a sociedade vive, trabalha e se comunica. Exemplos
destas mudancas sdao os sistemas computacionais ubiquos e as redes
sociais. A andlise das propriedades desses sistemas complexos, compostos
por redes de grande escala, permite uma melhor compreensao do
comportamento e tendéncias de uma sociedade.

A interacao e integracao destes dois tipos de sistemas, os sécio-técnicos e
os de computacao ubiqua, pode promover uma evolucao nos servicos
basicos dentro de um pais ou regiao, particularmente no apoio a situacdes
de grande dinamicidade. Exemplos destas situacbes sao: eventos de
grandes massas (esportivos, sociais, politicos, religiosos, etc.), epidemias,
situacdes de grande risco e seguranca nacional, entre outros.

Os futuros sistemas sécio-técnicos devem ser capazes de coletar e processar
grandes quantidades de dados, ao se integrarem de forma transparente com
0os sistemas computacionais ubiquos. Alcancar extracdo automatizada de
conhecimento de volumes massivos de informacao é um dos desafios nesta
tarefa. Neste ponto sdao integrados também um conjunto de técnicas e
tecnologias da ciéncia da computacdo: arquiteturas de redes, redes de
sensores, bancos de dados, mineracao de dados, inteligéncia artificial,
clusters computacionais em grande escala, seguranca, privacidade,
arquiteturas de software, entre outros.
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Mensagem dos Coordenadores Gerais

O XXXIV Congresso da Sociedade Brasileira de Computacao proporcionara
uma rica variedade de atividades relacionadas ao tema do evento, entre
sessOes técnicas, minicursos, palestras, tutoriais, painéis e debates.

Em nome da Equipe Organizadora do CSBC 2014, desejamos a todos uma
semana bastante produtiva e agradavel.

Eduardo A. P. Alchieri
Priscila Solis Barreto
Coordenadores Gerais do CSBC 2014
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I WorkshoB(g}{re—IETF

Side Event to CSBC 2 IV Congress of SBC)
30 July 2014
Brasilia - DF - Brazil

The Internet Engineering Task Force (IETF) is an international community
interested in fulfilling the mission of defining standards that impact the
design, wuse and management of Internet resources [RFC3935
(http://www.ietf.org/rfc/rfc3935.txt)]. The process of establishing standards
for the Internet is long, complex and requires active participation,
particularly of students and researchers. There are many people around the
world actively working on it, however there is a growing need for more fresh
participation.

The attendance from Latin America has been very low, as many potential
targeted participants do not know about the IETF or were not motivated to
do so. A group of volunteers emerged from the “IETF - LAC list” to build this
Workshop, aiming to increase Latin American presence in IETF processes.
Besides outreaching about IETF, it is important to provide an environment
that allows our technicians, students and researchers to show their skills, in
advance of any IETF meeting.

The papers presented at the workshop will be adapted or supplemented if
necessary, and forwarded to the IETF, with effective support (by the
Committee Pos Workshop) to increase Latin American participation.

We would like to thank the organizers of the CSBC 2014, speakers, authors,
members of the coordination and event attendees.

(.$*/.01#-2
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Experience from MAP-T Testing
Edwin S. Cordeiro', Rodrigo M. Carnier', Antonio M. Moreiras'

!Ndcleo de Informagio e Coordenagio do Ponto BR
Av. das Nacgdes Unidas, 11541, 7° andar — 04.578-000 — Sdo Paulo — SP — Brazil

{ecordeiro,moreiras}@nic.br, rodrigo.carnier@usp.br

Abstract. This document describes the testing result of a network using MAP-T
dual translation solution, by providing an overview of user applications’ be-
havior with a shared IPv4 address. The MAP-T software was developed by
CERNET Center and the test environment was on NIC.br network with real and
virtualized machines.

1. Introduction

This testing is based on most common applications used by home users. The main
purpose is to check if those applications work correctly on a network using MAP-T
[IETF - draft-ietf-softwire-map-t-00 2014].

Based on testing we know which applications could be used on a network with
MAP-T and the impact on a typical Internet user in Brazil. The classification as a working
application is based on user experience, not on network measurements.

2. Testbed Overview
2.1. Network Topology

The network topology is presented on figure 1.

ddddddd R —
{f HIC.br M\ IPvd ——ceeea- IPve IPve IPVE ==—=——== IPvd =—=——a
IPv4 mme=| MAP-T |====| only |====| MAP-T |---=| Host
Y Hetwork [/ Core Router CPE 1 1
dddddddddddddd o - —— - - e ——
IPVE | emmmee- IPVE mmmmee
=| MAP=-T |====| Host
——————— CPE n n

/S HIC.br Y% = =ccccce | ccaeaa
IPve
Y Hetwork [/

Figure 1. MAP-T typical network topology

The MAP-T Core and MAP-T CPE are virtualized Linux machines run-
ning Fedora 11 and MAP-T 1.1 software developed by CERNET [CERNET 2013a],
[CERNET 2013b].

The host machine is in fact three virtualized machines, one with Linux Kubuntu
12.04, one with Windows 7 and one with Windows XP. The host machine is replaced in
the topology to test each operating system.

I"#3$
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The IPv6 router is a Linux machine with static routes to match the MAP-T network
topology routes.

NIC.br IPv4 Network is an IPv4 network with public IPv4 addresses. It is con-
nected to the global IPv4 Internet.

NIC.br IPv6 Network is an IPv6 network with global unicast IPv6 addresses. It is
connected to the global IPv6 Internet.

The host may have both IPv4 and IPv6 addresses, but to guarantee that the trans-
lation was being tested the host received only an IPv4 address. If the host is assigned with
an IPv6 address, this address should have preference as specibed on RFC6555 [RFC6555]
and the translation might not be tested in some cases were the application or the content
provider is available on IPv6.

2.2. Conbguration bles
2.2.1. MAP-T Core

The conbguration ble for the MAP-T Core is showed on Figure 2.

#1/bin/sh
.fcontrol stop

# configure system profile

echo 1 > /proc/sys/net/ipv4/ip_forward

echo 1 > /proc/asys/net/ipve/conf/all/forwarding
echo 0 > /proc/sys/net/ipvé/conf/ethld/antocont
echo 0 » /proc/ays/net/ipve/conf/ethl/autoconf

# configure ethl -- IPvé interface

ifconfig ethld down

ifconfig ethd up

ifconfig eth0 ineté add 2001l:dbB:6:=2000::2/64

ip -6 route add 2001:dbB8:6:d600::/56 via 2001l:dbB8:6:2000::1 dev ethld
route =A ineté add default gw 2001:dbB:6:2000::1

# configure ethl -- IPvd interface

ifconfig ethl down

ifconfig ethl up

ifconfig ethl 192.0.2.171/27

ip route add default wvia 192.0.2.161 dev ethl
./control start

Autilsfiviet]l -r -p 198.51.100.248/29 -P 2001:dbB:6:d600::/56 =R 16
-M 2

Autils/ivietl =r -d =P 2001:dbB:6:d6ff::/64
SAutils/fivietl -s -i ethl -I ethD

service iptables stop

aservice ipé6tables stop

Figure 2. MAP-T Core conbguration ble

2.2.2. IPv6 Only Router
The conbguration ple for the IPv6 Only Router is showed on Figure 3.
2.2.3. MAP-T CPE 1

The conbguration ple for the MAP-T CPE 1 is showed on Figure 4.

I"#3$
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#!/bin/sh

# configure system profile

echo 1 > fproc/sys/net/ipv4/ip_forward

echo 1 > /proc/asys/net/ipve/conf/all/forwarding
echo 0 > /proc/sys/net/ipvé/conf/ethld/antocont
echo 0 » /proc/ays/net/ipve/conf/ethl/autoconf
echo 0 > /proc/sys/net/ipvée/conf/eth?/autocont

# configure ethld -- IPvé interface to core
ifconfig ethd down

ifconfig ethd up

ifconfig eth0 ineté add 2001l:dbB:6:2000::1/64

# configure ethl == IPv6 interface to cpe
ifconfig ethl down

ifconfig ethl up

ifconfig ethl ineté add 2001:dbB:6:2001::1/64

# configure eth? -- IPv6 interface gateway
ifconfig eth2 down

ifeconfig eth2? up

ifconfig eth? inet6 add 2001:dbB:0:6160::ed19/64

ip =6 route add 2001:db8:6:d640::/64 via 2001l:dbB:6:2001::2 dev ethl
ip =6 route add 2001:dbB:6:d6ff::/64 via 2001:dbB8:6:2000::2 dev ethld

ip =6 route add 2001:db8:6:e000::/64 dev ethd
ip -6 route add 2001:db8:6:e001::/64 dev ethl

ip =6 route add ::/0 via 2001:dbB:0:6160::1ab6 dev eth?

service iptables stop
service ipb6tables stop

Figure 3. IPv6 Only Router conbguration ble

#!/bin/sh
. feontrol stop

# configure system profile

echo 1 > /proc/sys/net/ipv4/ip forward

echo 1 > /proc/sys/net/ipvé/conf/all/forwarding
echo 0 > /proc/sys/net/ipvé/conf/ethd/autocont
echo 0 > /proc/sys/net/ipve/conf/ethl/auvtocont

# configure eth0 -- IPvé interface

ip =6 link set ethd down

ip -6 link set ethd up

ip -6 addr add 2001:dbB:6:2001::2/64 dev ethl

ip =6 route add default via 2001l:db8:6:e001l::1 dev ethl

# configure ethl -- IPv4 interface

ip link set ethl down

ip link set ethl up

ip addr add 198.51.100.249/29 dev ethl

.feontrol start

JSutilsfivietl =r -d =P 2001:dbB:6:dbff::/64
Jfutils/ivietl - -1 ethl -I eth0 -H -a 198.51.100.250/29
-P 2001:dbB8:6:d600::/56 -R 16 -M 2 -0 0 -c 1440

zervice iptables stop
zervice ipé6tables stop

Figure 4. MAP-T CPE 1 conbguration ble

2.2.4. Host 1

The Host 1 could be Linux, Windows 7 or Windows XP, so there isnOt a script for each of
them, but the following conbguration must be conbPgured manually:

1"
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¥ IPv4 address: 198.51.100.250/29
¥ [Pv4 gateway: 198.51.100.249
¥ Pv4 DNS: 8.8.8.8

¥ IPv6 is disabled

The communication using IPv6 from/to the host to/from the Internet has no limita-
tion and is not impacted by the translation mechanism. The IPv6 is disabled to guarantee

that the translation is being used.

3. Operating systems used in this test

The operating systems used were Linux Ubuntu 12.04 LTS Kernel 3.2.0-23 - 32 bits,
Windows 7 Ultimate Service Pack 1 - 64 bits and Windows XP Professional Service Pack

3 - 32 bits.

4. Applications Testing Summary

The Table 1 contains the summary of the testing results.

Table 1. Test results

Category Application Result
Browsers Google Chrome Passed
Browsers Mozilla Firefox Passed
Browsers Internet Explorer Passed
Browsers Safari Passed
Browsers Lynx (text browser) Passed
Web browsing www.google.com Passed
Web browsing WWWw.msn.com Passed
Web dynamic content Flash Player Passed
Web dynamic content Silverlight Passed
Web dynamic content Java applets Passed
Web dynamic content HTMLS websites Passed
Video stream websites www.youtube.com Passed
Video stream websites www.dailymotion.com Passed
Video stream websites www.zappiens.br Passed
Social networking websites www.facebook.com Passed
Social networking websites www.twitter.com Passed
Social networking websites www.orkut.com Passed
Webmails www.gmail.com Passed
Webmails www.hotmail.com Passed
Real-time Internet text mes- | Chat rooms of UOL content | Passed
saging (chat) website provider

Image hosting site www.flickr.com Passed
Communication protocols Skype Passed
Communication protocols Googletalk Passed
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Category Application Result
Communication protocols Jabber (XMPP) Passed
Communication protocols MSN Messenger Passed
Communication protocols MSN Messenger Passed
Torrent clients IRC Passed
Torrent clients Vuze Passed
Torrent clients uTorrent Passed
Torrent clients Ktorrent Passed
Remote access and file trans- | ssh Passed
fer software

Remote access and file trans- | ftp Passed
fer software

Remote access and file trans- | Filezilla ftp Passed
fer software

Remote access and file trans- | wget Passed
fer software

Antivirus update Avira Passed
Antivirus update AVG Passed
Antivirus update Avast Passed
Media player updates and | VLC Passed
video streaming

Media player updates and | Realplayer Passed
video streaming

Media player updates and | Windows Media Player Passed
video streaming

Network testing tools ping outbound Passed
Network testing tools ping inbound Passed
Network testing tools traceroute Passed
Network testing tools tracert Passed

5. Effect analysis

5.1. User experience

User experience can only be evaluated subjectively, there is no quantitative rule to define
if the user experience is acceptable. Network delay, streaming experience and download
time are similar to a network without MAP-T.

The user experience was very good. Almost all the software and websites worked
correctly, the exception were the network traceroute and command line FTP.

The traceroute is only capable to reach the MAP-T CPE and receive a return mes-
sage that the destination net is unreachable.

The command line FTP is capable to connect to the host with or without authenti-
cation, create, delete and navigate folders, but it is not capable list folder contents, to send
or receive files in active mode.

The bittorrent applications can’t seed or share files, since there isn’t incoming
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connections to the host, it may cause some difpculties and low downloading speeds.

5.2. Testing summary
The working applications had no need of a special conbguration to work.

The command line FTP doesnOt work correctly because active mode requeries
incoming connections to specibc ports without having a outbound connection on those
ports. When the test was made on FTP passive mode on Linux, the FTP works correctly.
When the test was made on FTP passive mode on Windows 7 and Windows XP, the FTP
didnOt work correctly. When using FileZilla FTP in passive mode, FTP works on all tested
operating systems.

The network traceroute doesnOt work in inbound or outbound directions because
there is no continuity of the IPv4 network, as it is interrupted by an IPv6 only network.
The tool is not capable to detect the hosts in this IPv6 only network and because of that
the traceroute doesnOt succeed.

The testing was made with the version 1.1 of the MAP-T software developed by
CERNET. In this version the MAP-T CPE uses a NAT44, so it is not possible to receive
incoming connections even on the ports assigned to the host by the address plus port
division. Because of that is not possible to conbgure a server on the host. After those
testing CERNET developed a new version of the software (2.2c) that is capable to receive
incoming connections on some ports that are assigned to each CPE.

Future tests will consider testing of MAP-E
[IETF - draft-ietf-softwire-map-10 2014] too that is now supported in the new ver-
sion of CERNETOs MAP software. Other operating systems (Mac OS, Android, 10S etc)
and devices (mobile phones, tablets, video games etc) should be tested too.
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Abstract. RFC3849 specibed an IPv6 prebx to be used in documentation, in
order to reduce the likelihood of conf3ict and confusion when relating examples
of deployed systems. This prebx was reserved to be used in examples in RFCs,
books, documentation, and the like. It became widely accepted and used.
Although the IPv6 documentation prebx proved to be very useful, a /32 prebx
is not enough to be used to document some kinds of IPv6 deployments, such
as large ISP deployments, transition techniques, and other useful examples that
require longer prebxes. This document debnes the allocation of a new global
unicast (GUA) block and a new unique local (ULA) block, to expand the range

of documentation blocks. It also updates RFC3849.

1. Introduction

This document describes the IPv6 address blocks provided to be used in documentation.
These blocks SHOULD be used to describe network topologies, transition techniques or
other systems, in RFCs, books, videos, and documentation in general. They also MAY be
used in didactic laboratories, which aim to teach IPv6 or network principles.

The Pbrst block was reserved in [IETF - RFC3849 2004], from the address space
of the Asia Pacibc (APNIC) regional addressing community. Other documentation
ranges have been debned in the IETF, such as example domain names described
in [IETF - RFC2606 1999], and IPv4 documentation-only address blocks described in
[IETF - RFC5737 2010]. The IPv4 ranges reserved in [IETF - RFC1918 1996] for pri-
vate use are also used in documentation, as well as the Autonomous System numbers
reserved in [IETF - RFC6996 2014].

Although the address block debPned in [IETF - RFC3849 2004] was within the
range of a conventional allocation size for an Internet Service Provider, and it was ex-
pected that it could accurately match deployment scenarios, there are some situations that
canOt be represented accordingly with a prebx of 32 bits, such as: transition techniques,
peering between multiple ISPs, IPv6 address plan for multi-regional ISPs, and others.
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This situation leads to the same problem that [IETF - RFC3849 2004] tried to ad-
dress. Some documentation material, particularly some didactic material and laboratories,
today is using IPv6 prebxes drawn from address blocks already allocated or assigned. A
similar situation with IPv4 addresses caused problems in production environments, be-
cause of address and routing conf3icts with other services.

This document reserves an additional larger IPv6 block for documentation,
avoiding such problems. It does not obsolete the current IPv6 documentation block
2001:0db8::/32, since it is widely deployed. Nonetheless, it updates the current practice
and specibes one larger IPv6 block, for the same use.

2. Problem Statement

This document proposes a solution for the situations where the length of the current doc-
umentation prebx for IPv6 (2001:db8::/32) is not enough to represent some addressing
scenarios and also proposes a specibc documentation block for ULA.

2.1. Didactic Usage

In some didactic laboratories and materials, people are using other prebxes from Global
Address space when they need networks bigger than /32. For example, if you have a lab
setup where each group represents an Autonomous System (AS) the ideal situation is that
each group receives a block of the same size of the smallest allocation, it means a /32 for
each group. A typical scenery is to have 8 to 16 groups, each one with your own /32, that
requires a /28. This scenery is used by the authors of this document in IPv6 courses in
Latin America.

Some IPv6 instructors use of ULA addresses when they have to represent networks
bigger than /32, but it generates confusion on students that are struggling to understand the
differences between IPv4 and IPv6. Some other instructors use non allocated or already
allocated prebxes and it may lead to operational problems in the event of an example
being inadvertently copied into a production environment.

The same problems may occur to ULA being used for teaching purposes, as the
[IETF - RFC3849 2004] does not debPne an ULA for documentation.

2.2. Test Networks

Some transition techniques from IPv4 to IPv6 uses the IPv4 addresses embed-
ded in the IPv6 addresses, for example, 6rd [IETF - RFC5969 2010], 464XLAT
[IETF - RFC6877 2013] and MAP-E [IETF - draft-ietf-softwire-map 2013]. Using only

a /32 to test those network may generate prebxes bigger than /64 that will conf3ict with
SLAAC mechanism, as described in [IETF - RFC6052 2010].

New protocols development may also need test networks larger than a single /32,
specially when making a large functional test to check the new protocol behavior on a big
network trying to emulate a production environment.

2.3. Visual Identibcation and Address Filtering

It is important that the documentation blocks and addresses can be easily identibed, spe-
cially to avoid that those address to generate problems in production networks. A simple
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visual identification also avoid that people will use allocated or unallocated addresses to
test or teach IPv6, just because those addresses would be easier to remember.

Books and documentation that includes IPv6 addresses would have a standard to
follow and that will serve their needs.

Having a large defined block for documentation will also help filtering test and
documentation addresses that may leak into production networks.

3. IPv6 Documentation Prefixes

The blocks provided for use in documentation are: 2001:0db8::/32 (v6 -TEST-NET-1),
UUuUU:U000::/20 [Note to RFC Editor: this address range is to be added before publica-
tion] (v6-TEST-NET-2) and FCUU:UUUU:UUUQ::/44 [Note to RFC Editor: this address
range is to be added before publication] (v6-TEST-NET-3).

4. Operational Implications

Addresses within the v6-TEST-NET-1, v6-TEST-NET-2 and v6-TEST-NET-3 SHOULD
NOT appear on the public Internet and are used without any coordination with TANA
or an Internet Regional Registry (RIR). Network operators SHOULD add these address

blocks to the list of non- routable address spaces, and if packet filters are deployed, then
this address block SHOULD be added to packet filters.

These blocks are not for local use, and the filters may be used in both local and
public contexts.

5. TANA Considerations

IANA recorded the allocation of the IPv6 global unicast address prefix v6-TEST-NET-1
as a documentation-only prefix in the IPv6 address registry.

TANA is asked to record the allocation of v6-TEST-NET-2 prefix, within the range
reserved for Global IPv6 addresses, for use as an additional documentation-only prefix,
in the IPv6 address registry.

TANA is asked to record the reservation of v6-TEST-NET-3 prefix, within the
range reserved for Unique Local IPv6 addresses, for use as an additional documentation-
only prefix, in the IPv6 address registry.

No end party is to be assigned any of these address blocks.
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